Enabling Client Machine TLS1.2 Settings 
To enable client machine TLS settings, we need to implement both Step A and Step B as mentioned below.
Step A:  Enabling Client Machine “Internet Options” TLS Settings:

1. In client machine, enter “internet” in system search as shown in below screen, then click “Internet Options” 
[image: image1.png]Microsoft Edge
Microsoft recommended browser

Internet Options
Control panel

Apps
£ Internet Explorer

™ Internet Information Services (IIS)
Manager

= Control Panel
Settings
7% Wi-Fi settings

& Check network status

Search work and web

P intemnet - see work and web results

[ &

Microsoft Edge

Microsoft recommended browser

7 open
O Newwindow

G New nprivate window

Jus
|
E )
»
&
&
&
]
b
),
@
L]





2. In the below screen click “Advanced” tab
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3. Drag vertical bar to see TLS1.0, TLS 1.1 and TLS1.2 options and tick TLS1.0, TLS 1.1 and TLS1.2 checkboxes, then click “Apply” button and then click “OK” button (if these TLS1.0, TLS1.1 and TLS1.2 settings were already ticked, then no action is required, just close this settings screen).
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Step B: Enabling Client Machine Level TLS Settings:

1. Download IISCrypto.exe (IIS Crypto GUI) from the following url as shown in the screen - https://www.nartac.com/Products/IISCrypto/Download
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2. Right click on the downloaded IISCrypto.exe, then click Run as administrator as shown in below screenshot.
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3. Click “Yes” button in the below screen
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4. In “Client Protocols” section as shown in below screenshot, tick TLS1.0, TLS1.1 and TLS1.2 checkboxes(you need to untick and tick these checkboxes again if those were already ticked and greyed out), at right side bottom of the screen tick  “Reboot” checkbox, then click “Apply” button, now wait for client machine to reboot, now enabling client TLS1.2 settings is done.

Note: if these Client Protocols TLS1.0, TLS1.1 and TLS1.2 settings were already ticked and not greyed out, then no action is required, just close this settings screen.
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